Blast\Wave

for Data Center Facility Systems
Your BMS and EPMS stop answering scans

Ask an executive about data center security,
and you will hear about the white space. Ask
what cools and powers the white space, and
you will be told that it is a different group.
That group runs the BMS, the EPMS, the
chiller plant, the paralleling switchgear, and
the access control head-end, in gray space,
on protocols with no concept of identity, un-
der service agreements held by integrators
with standing remote access. An attacker
who wants to stop your facility does not
need the data halls. He needs the cooling.

It respects concurrent maintainability.
Redundant gateways, established sessions
retained through failover, and a gateway that
keeps enforcing current policy if the Orches-
trator is unreachable. Fail-closed is a security
property, and redundancy is why it is not an
availability risk.

It installs under a MOP.

No agents on the controller, no frmware
changes, no re-addressing, no downtime. A
defined physical action with a written method,
which is the only way anything happens in a
live facility.

It covers the layer nobody owns.

BMS and EPMS are different systems,
different vendors, different owners. One ar-
chitecture reaches both without asking either
vendor for anything.

Concealment that travels with the asset.
Several vendors now market asset hiding.

A protected controller refuses unauthorized
packets itself, so it stays dark to a scanner
already on the facility network, not only to one
outside it.

Figure 1 BlastShield across the power chain, thermal plant, and physical security systems
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cility OT without re-architecting shared
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permitted and failed
access attempts logged, exportable
policy configuration, session recording.
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BlastShield™: Protection-First Security for Data Center Facility OT

The unpatchable asset in a facility that is only six years old:

A remote annunciator on the generator side of the power chain
carried four vulnerabilities disclosed in CISA advisory ICSA-25-
077-05 in March 2025, affecting all versions of both models,
exploitable remotely with low attack complexity, with consequenc-
es including rendering the device inoperable through malicious
firmware. The vendor’s own published remediation said it was
establishing a plan for future versions “which may include a fix,’
and that until then users should use the devices only in a protected
environment, minimize network exposure, and block unauthorized
access to the device port.

BA manufacturer writing in a federal advisory that it does not know
whether it will ever patch, and that the mitigation is network place-
ment, is the whole argument in one paragraph. It is not an old device
inan old building. It is a current product in the power chain.

The metering layer has the same shape.

The power meters feeding your EPMS include families whose 2016
advisory, CISA ICSA-16-308-03, notes that no authentication is
configured by default, with the remediation being to disable the web
server. For a meter whose purpose is remote reading, and whose data
now feeds an energy report, that is not a real option. The tension
between the control and the function is where the conversation
actually happens.

And modern gear is no exception.

Claroty Team82 disclosed vulnerabilities in UPS communication cards
in 2025, rated critical and chained to remote code execution, and the
vendor released fixes. The honest argument is not that the vendor is
careless. It is that applying that fix requires a firmware upgrade to a
card in the power chain of a concurrently maintainable facility, which
means an MOP a change window, and the chief engineer's signature.
The vulnerability was patchable in principle and unpatched in practice
for exactly as long as that took.
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Prevent industrial cyberattacks, and ensure the world's critical infrastructure stays protected,
productive, and profitable. Together we can build a resilient future for OT networks. Join the

movement at www.blastwave.com

What this is not:

It is not a monitoring product. We do not watch your network, we do
not detect anomalies, and we do not replace what you already run for
that. Itis not DCIM security, which is a category error a facilities chief
engineer will catch. And it is not a Tier requirement: the Uptime
Institute Tier Standard is a proprietary certification that does not
address cybersecurity, and no product helps you achieve or maintain
arating.

What it does not do:

BlastShield does not perform asset discovery and does not produce a
network map or exportable topology view. It blocks and logs any
connection attempt from a system with no configured policy, which
limits the impact of an incomplete inventory and provides a record of
what the inventory missed. The Orchestrator has no formal policy
approval workflow, so separation of duties is enforced through the
permission model and a configuration change log.

Regulation:

In the EU, NIS2 places “data center service providers” in the essential
entity tier, with the stricter supervision and reporting that implies, and
there is no single EU-wide transposition date to quote. The recurring,
dated obligation most EU operators actually have is energy reporting,
not cybersecurity, and it should never be sold as the latter. In the US
there is no facility OT cybersecurity mandate unless you are federal or
your operator is itself in a regulated sector.

Where to start:
Pick one system in gray space that is real, exposed, and not on the
critical path. Cloak it. Then scan it.

CLICK HERE

Schedule a 20-minute demo; One scan, before
and after. If it does not change what a scanner
sees, there is nothing to discuss.
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