Blast\Wave

for Government Infrastructure

Government OT is the building automation server on an installation, dual-homed onto a net-
work that reaches the internet, running a control system nobody has authorization to patch,
owned by facilities while the network belongs to the CIO. Neither side owns the seam, which
is why it stays open.

CISA's own preferred remedy, in its own words. Binding Operational Directive 23-02 gives
federal civilian agencies two ways to handle an exposed management interface. The sec-
ond, which CISA labels the preferred action, is to “deploy capabilities, as part of a Zero Trust
Architecture, that enforce access control to the interface through a policy enforcement point
separate from the interface itself.” The thing being protected is not the thing enforcing access.

Built for the assets on your POA&M. The controllers, supervisors and panels carrying an
accepted risk you renew every cycle because there is no patch and no budget.

Fits the design process, not around it. UFC 4-010-06 applies to all planning, design, construc-
tion, renovation and repair producing DoD real property, and the UFGS specification is cheaper
than a change order later. No agents, no re-addressing, no downtime.

Figure 1 BlastShield in a facility-related control system enclave
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Findings owned.
Re-test offered on Air Force terms.

52 CES at Spangdahlem AB, spon-
sored by the DoD CIQ Zero Trust PfMO,
delivered in 60 days with the OT Zero
Trust Alliance.

61 of 105. 36 ad-
dressed fully, 3 partially, 22 enabled.
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BlastShield™: Protection-First Security for Government OT

Facility-related control systems are the
part of the federal estate with the oldest
installed base and the least clear owner-
ship. The integration layer under a large
share of that estate is a framework whose
vendor published, in its own end-of-life
documentation, that it will not address
defects or cyber security issues after July
2021. There is no patch coming. There is
only the question of what can reach it.

BlastShield answers that question architec-
turally. The asset itself refuses to answer
unauthorized packets, so concealment is a
property of the asset rather than of where an
appliance sits. Several vendors now market
asset hiding, and mechanism is the differ-
ence worth asking about.

Where the seam actually is

On an installation the network belongs to the
ClO and the control system belongs to the
civil engineering squadron, and the chiller is
not the CIO’s problem. Where nobody owns
OT security, the first useful artifact is a scan
result showing what is reachable, because it
makes the seam visible to both organiza-
tions at once.

Exposure now sets the patch clock

CISA's Binding Operational Directive 26-04,
issued 10 June 2026, sets remediation
urgency for federal civilian agencies from
four variables. The first is whether the asset
is publicly exposed. The third is whether an
adversary can automate every step of the
exploit. Reduce what is reachable and you
change the first answer.

Table 1 What the requirement asks, what BlastShield does, and where it stops

Requirement

Remove the interface from the
internet, or enforce access at a
separate policy enforcement point
(BOD 23-02) the device
Maintain an accurate inventory of
network-connected systems

What BlastShield does

Protected assets do not respond
to unauthorized scans. Access is
enforced at the gateway, not on

Blocks and logs any connection
attempt from a system with no
configured policy, producing

Where it stops

BOD 23-02 scope is management
interfaces on network and out-of-
band hardware. It does not reach
PLCs or BAS controllers

Does not perform asset
discovery. Full discovery is the
Phosphorus integration

a record of what the inventory

missed

Provide network and architecture
documentation to an assessor
recording

Enforce separation of duties on
policy change

Maintain availability of the control
system

unreachable

v20260827

Exportable policy configuration,
four log export paths, session

Permission model plus a configu-
ration change log

Redundant gateways, estab-
lished sessions retained through
failover, gateway keeps enforcing
policy if the Orchestrator is

No topology or connectivity view
exists

No formal policy approval
workflow. A permitted change is
immediately active

With cloaking active, protected
assets stop answering. That is in-
tended behavior, and redundancy
is the availability answer

Prevent industrial cyberattacks, and ensure the world's critical infrastructure stays protected,
productive, and profitable. Together we can build a resilient future for OT networks. Join the

movement at www.blastwave.com
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Scope questions worth asking early

A government-owned, contractor-operated
site can carry defense contracting obliga-
tions on the business network and none on
the OT side, while the OT belongs to the
service. Which network your project sits on
determines which authority applies and who
signs.

On the buying process, plainly

Nothing moves without an authorizing
official, an architecture review, and usually a
rough order of magnitude estimate months
before award. Quotes carry a validity period
and we will tell you what it is up front.

CLICK HERE

Schedule a 20-minute side-by-
side port scan against a live
protected controller. It produces
an artifact you can put in front
of your review board

Blast\Wave

PREVENT
INDUSTRIAL
CYBERATTACKS



https://www.blastwave.com/schedule-a-demo

