Blast\Wave

for Battery Energy Storage Systems
Your site controller stops answering scans

In most critical infrastructure, the
unpatchable asset is old. In storage, it

is new, and that turns out to be worse.
The firmware in your PCS is provided by
the OEM. The update path runs through
the vendor’s cloud. The credentials sit
with the EPC or the 0&M provider under

a warranty that discourages you from
touching anything. You are accountable
for the site's security posture, and

you cannot patch your own equipment
because you do not own the equipment to
be patched. That is a contractual problem
with a technical answer.

Protection that does not need

the OEM's permission.

Nothing is installed on the PCS, the BMS or
the site controller. No firmware change, no
warranty conversation, no vendor engineer
on site. Where a vulnerability sits in the
vendor’s cloud, be clear-eyed: this removes

the on-site path an attacker takes after the
cloud-side step. It does not fix the cloud.

The site controller is the crown jewel,

so treat it that way.

The box that aggregates the PCS units

and communicates with the offtaker or the
ISO is the highest-consequence device on
site and is usually the most accessible.
Several vendors now market asset hiding.
A protected controller refuses unauthorized
packets, so it remains dark to a scanner
already inside the site network.

Availability first, because your revenue

is measured in dispatch intervals.
Redundant gateways, established sessions
retained through failover, and a gateway

that keeps enforcing current policy if the
Orchestrator is unreachable. Fail-closed is a
security property, and redundancy is why it is
not an availability risk.

Figure 1 BlastShield across a storage portfolio, from DC block to point of interconnection
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Built for a portfolio, not a site.

One architecture across the fleet, including
sites where someone else’s remote access
was configured before you took ownership.
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Under NERC's Category 2 GO and
GOP criteria, effective 15 May 2026,
aggregating to 20 MVA or more at a
common point of connection at 60 kV
or above puts you in scope, including
where the aggregation comes from
somebody else's array. Your Regional
Entity confirms it.

Scoped, time-bound, and revocable by
you rather than by the contract.




BlastShield™: Protection-First Security for Battery Energy Storage Systems

Renewables already ran this experiment.

A remote monitoring appliance widely deployed at solar generation
sites had an unauthenticated remote command injection vulnerabil-
ity, with public exploit code available since May 2022. VulnCheck’s
scanning fourteen months later found fewer than a third of the
internet-facing installations patched, and Palo Alto Networks
reported a Mirai variant exploiting it to build a botnet. Hundreds
were hijacked and used in bank account thefts.

None of that required sophistication. The devices were reachable, the
exploit was public, and the population sat unpatched because nobody
inside the operator owned the box. It was installed by the integrator
during commissioning and has no lifecycle plan. That is why the
useful control here is reachability rather than patch velocity.

What we are not going to tell you:

Registration is confirmed and dated. Whether Category 2 registra-
tion brings NERC CIP obligations is not established in any source we
can stand behind, and your Regional Entity is the authority on that.
We would rather say so than guess. Separately, PRC-029-1 and
PRC-030-1 take effect on 1 October 2026 for BES inverter-based
resources. Those are ride-through performance standards, not
cybersecurity requirements.
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Inverter and communication-layer exposure:

Forescout Vedere Labs published 46 vulnerabilities across three major
inverter vendors in March 2025, including cases in which a communi-
cation dongle's serial number could be harvested and used with
hard-coded credentials to achieve remote code execution. Vendors
remediated after disclosure. The question worth asking on your own
site is whether you can apply those updates, or whether the account
that can is held by your integrator.

Access for the people who keep the site running:

Passwordless, phishing-resistant access for your staff, the EPC during
commissioning, and the O&M provider afterward, each scoped to their
own equipment and revocable the day the contract changes.

Evidence you can hand over:

Permitted and failed access attempts both logged, configurable
retention, four export paths. The policy configuration can be exported,
saved, and reapplied, which makes your segmentation policy a
portable artifact rather than a description.

Where BlastShield stops:

It does not discover assets, it does not produce a network map,
and the Orchestrator has no formal policy approval workflow, so
separation of duties runs through the permission model and a
change log. What it adds is default-deny with logging: any system
without a configured policy is blocked and recorded the moment it
tries to communicate.

Schedule a 20-minute demo to
see network cloaking in action
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